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Medical Practitioner Privacy Policy

(Last updated 17th July 2020)

1. SCOPE

Data subjects whose personal data is collected (whether they are users of the
Company’s services or contracted with the Company as the provider of medical advice

to users of the Company’s services) in line with the requirements of the GDPR.

2. RESPONSIBILITIES

2.1 The GDPR Owner is responsible for ensuring that this notice is made available to data
subjects prior to Medstars collecting/processing their personal data.

2.2 All employees of Medstars who interact with data subjects are responsible for ensuring
that this notice is drawn to the data subject’s attention and their consent to the processing of

their data is secured.

3. THE GENERAL DATA PROTECTION REGULATION 16/679

In this statement We have used certain terms which are set out in the EU’s General

Data Protection Regulation (GDPR or the Regulation):

e personal data means: any information relating to an identified or identifiable
natural person (data subject)

e an identifiable natural person is one who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural or social identity
of that natural person

e controller means: the natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of

the processing of personal data



e processor means: a natural or legal person, public authority, agency or other
body which processes personal data on behalf of the controller

e processing means: any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated means,
such as collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination
or otherwise making available, alignment or combination, restriction, erasure or
destruction

e sensitive personal data means: personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade union membership,
and the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a natural

person’s sex life or sexual orientation

4. PRIVACY NOTICE

4.1

4.2

4.3

4.4

Who are we?

We are Medstars Limited, a company registered in England and Wales under company
number 08982663, registered office is situated at The Oakley, Kidderminster Road,
Droitwich, Worcestershire, England WR9 9AY.

For the purpose of the Data Protection Act 1998 and the General Data Protection
Regulation 16/679, the data controller is Medstars, which has ICO registration number
ZA062209.

What we do

The Medstars Connect App offers an online service that allows patients to contact and
communicate with medical practitioners via video call or chat messaging.

Our Status under GDPR

As we determine the purposes and means of the processing of your personal data, we
are a controller under GDPR. In certain circumstances, such as where we are subject to

the instructions of the medical practitioners, clinics or hospitals we are a processor.

Contacting Us
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Our GDPR Owner can be contacted directly here:

e Tel: 00 44 330 088 9279

e Email: hello@medstars.co.uk

The Personal Data We Collect

Personal details

When you register with us, you complete forms and provide us with basic information about
yourself, such as your name, mobile telephone number and email address. You will also
provide us with your medical speciality and the statutory regulatory body and registration
number that allows you to practice. You are responsible for the accuracy of the information

that you provide to us.
Health and medical information

The main type of information we hold includes details of your medical consultations with
the patients with whom you use the Medstars Connect App. This could include
information about your patient’s health, symptoms, treatments, consultations and

sessions, medications and procedures.

We retain recordings of your chat consultations and interactions with your patients. This
can include your text conversations and any images that you or your patient upload. This
is in order to provide you with an easy way to check your consultations where you wish
to. Recordings are held securely in accordance to the Retention Period section of this

policy 4.14.

We do not retain and video or audio recordings of video consultations. The video and
audio communication of the video consultation is only visible to participants on the call,
and is not recorded or stored on any server. All communication between the patient and
medical practitioner is transmitted over an encrypted connection. As long as both the
patient and medical practitioner are using their phone or computer devices in the
European Economic Area (EEA), any data hosted on a server is within the EEA in line

with NHS best practice guidelines on health and social care cloud security.



To monitor our service quality, we may retain records of when you contact our support
teams via email, or phone or our interactive livechat service on the App. Recordings are
held securely in accordance with our retention policy. You can access recordings or
transcripts of your consultations or interactions with us (depending on the format) for a
limited time through the App or from us. Please refer to the Retention Period section of

this policy 4.14.
Financial information

If you make any payments on the Medstars Connect App, your credit/debit card details
are processed directly by a third party processor that will store all payment information
and transaction details. We will only retain details of transactions on secure servers and

we will not retain your credit or debit card information.

If you receive payments for medical services from your patients through the Medstars
Connect App, these payments are processed directly by a third party processor that will
store all payment information and transaction details. We will only retain details of

transactions on secure servers and we will not retain your bank account details.
Technical information and analytics

When you use our App or visit our website, we may automatically collect the following

information where this is permitted by your device or browser settings:

e technical information, including the address used to connect your mobile phone or
other device to the Internet, your login information, system and operating system
platform type and version, device model, browser or app version, time zone setting,
language and location preferences, wireless carrier and your location (based on IP
address); and

e information about your visit (such as when you first used the App and when you
last used it, and the total number of sessions you have had on that App), including
products and services you viewed or used, App response times and updates,
interaction information (such as button presses or the times and frequency of your
interactions with the communications we deliver to you in the App or otherwise) and

any phone number used to call our customer service number.



4.6

4.7

4.8

We work with partners who provide us with analytics. This includes helping us
understand how users interact with our services, providing our advertisements on the
internet, and measuring performance of our services and our adverts. Cookies and
similar technologies may be used to collect this information, such as your interactions
with our services. You can prevent the setting of cookies by adjusting the settings on

your browser or your mobile phone.

The Purpose of Collecting Personal Data

The personal data we collect will be used for the following purposes:

1. To establish the suitability of our service for the data subject

2. To connect the data subject with a patient to enable you to provide a medical
consultation via chat consultation or video consultation

3. To allow the patient to pay the data subject for private medical services

4. To allow the data subject to pay for services provided by Medstars

Recipients of the Personal Data We Collect

Personal data will be shared with clinics and hospitals with whom you and Medstars
have a commercial relationship in addition to third party service providers for the
purposes of secure retention of personal data under the terms of a data processing

agreement. This is to help us deliver services to you.

The Legal Basis Under Which We collect Personal Data

The two lawful reasons Medstars uses to process personal data are set out in Article 6
of the Regulation. Processing will only be lawful if and to the extent that at least one of

the following applies:

1. the data subject has given consent to the processing of his or her personal data
for one or more specific purposes (Article 6 (1) (a) (Consent).

2. processing is necessary for the purposes of the legitimate interests pursued by
the controller or by a third party, except where such interests are overridden by

the interests or fundamental rights and freedoms of the data subject which



4.9

4.10

4.1

require protection of personal data, in particular where the data subject is a child
(Article 6 (1) (f) (Legitimate Interest).

Consent

Where We process personal data as a result of data subject consent, We ensure that
consent is freely given, specific and informed, and established by a clear affirmative act.
Where consent is withdrawn, we have set out (below) how this may be undertaken by

the data subject.
Legitimate Interest

Where We process personal data as it is necessary for the purpose of our legitimate
interests, We do so on the basis of a balanced evaluation of our interests and the rights
and freedoms of the data subject which require protection. Presently, We have
concluded that the way We manage the processing of personal data results in a
cumulation of data subject protections which show that the balance is in favour of
Medstars being able to rely on Article 6.1(f) of the Regulation as a lawful reason to

process personal data.

Our Legitimate Interests

In providing our services to you, Medstars offers prospective patients the option of
obtaining medical advice and treatment with suitably qualified medical practitioners. On
balance, given that this is a service that is both necessary and of general utility, and,
Medstars does not process personal data for any other reason than facilitating the
provision of medical advice and treatment, Medstars deems the legitimate interest lawful

reason for processing personal data to be appropriate.

Sensitive Personal Data

Where you provide us with sensitive personal data, we may only process this under an
exception to the general prohibition set out in Article 9 of GDPR. Under Article 9(2)(h)
GDPR processing of personal data for inter alia, the purposes of medical diagnosis, is a

lawful reason for the processing of personal data.

Consent
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4.14

By consenting to our processing personal data as set out in this privacy notice you are
giving us permission to process your personal data specifically for the purposes
identified. Consent is required for Medstars to process your personal data, and it must
be freely given, specific and informed and established by a clear affirmative act. Where
we are asking you for Sensitive Personal Data we will always tell you why and how the

information will be used.

Withdrawing Consent

You may withdraw consent at any time by emailing us at the following address:

hello@medstars.co.uk with the following statement:

WITHDRAWAL OF CONSENT

| [STATE YOUR NAME] hereby withdraw my consent for Medstars Limited to process
my personal data. Signed by data subject: [STATE YOUR NAME ]

Disclosure

Medstars will periodically disclose your personal data to third parties. The recipients of

your personal data are as follows:

1. Service providers to you, being Medical Doctors with whom the Company has
contracted to provide medical services

2. Data storage businesses, with whom we have entered into data processing
agreements pursuant to the terms of Article 28 GDPR

3. Businesses and organisations which provide email and business efficiency tools,
such as Google, with whom we have entered into data processing agreements
pursuant to Article 28 GDPR

4. Businesses which specialise in marketing, such as Mailchimp with whom we
have entered into data processing agreements pursuant to Article 28 GDPR

5. Occasional access, which is limited to the specific needs of the Company,

subject at all times to the provisions of Article 5 GDPR

Retention period



The Company will process personal data in accordance with the principles set out in

Article 5 GDPR, namely that personal data will only be stored for as long as necessary.

Where personal data is not required, it is deleted; where it is not required but may be

subject to legal proceedings in the future, personal data is kept pursuant to the

appropriate limitation period, namely 6 years. Tax-related data is kept for 7 years. In

each case, such personal data will be archived with restricted access.

4.15 Your rights as a data subject

At any point while we are in possession of or processing your personal data, you, the

data subject, have the following rights:

1.

Right of access: you have the right to request a copy of the information that we
hold about you.

Right of rectification: you have a right to correct data that we hold about you that
is inaccurate or incomplete.

Right to be forgotten: in certain circumstances you can ask for the data we hold
about you to be erased from our records.

Right to restriction of processing — where certain conditions apply to have a right
to restrict the processing.

Right of portability: you have the right to have the data we hold about you
transferred to another organisation.

Right to object: you have the right to object to certain types of processing such
as direct marketing.

Right to object to automated processing, including profiling: you also have the
right to be subject to the legal effects of automated processing or profiling.

Right to judicial review: in the event that Medstars refuses your request under
rights of access, we will provide you with a reason as to why. You have the right

to complain as outlined in clause 4.16 below.

All of the above requests will be forwarded on should there be a third party involved in

the processing of your personal data.

4.16 Complaints



In the event that you wish to make a complaint about how your personal data is being
processed by Medstars, or how your complaint has been handled, you have the right to
lodge a complaint directly with the supervisory authority and Medstar’s data protection

representatives GDPR Owner. The details for each of these contacts are:

Contact Name:

Address:

Supervisory
authority contact
details

Information
Commissioner

Information
Commissioner's
Office

Wycliffe House
Water Lane
Wilmslow
Cheshire

SK9 5AF

Tel: 0303 123 1113
(local rate)

01625 545 745 if you
prefer to use a
national rate number

Fax: 01625 524 510

Document Owner and Approval

THE GDPR Owner is the owner of this document.

GDPR Owner
contact details

Director,
Medstars
Limited

The Oakley

Kidderminster
Road

Droitwich
Worcestershire
England

WR9 9AY

Email us:
hello@medstars
.co.uk

Call us: +44 330
088 9279



